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July 27, 2007

The Honorable Henry A. Waxman

Chairman

Committee on Oversight and Government Reform
2157 Rayburn House Office Building
Washington D.C., 20515

According to a new Government Accountability Office investigation, the
Department of Veterans Affairs has lost 53 computers from around the country
computers that could include veterans’ sensitive personal information. As you know, |
have focused on government-wide information management and security for a long time,
and this latest incident simply confirms the need for quick action on proactive security
breach notification requirements for Federal agencies.

Unfortunately, this is just the latest case of personal information placed at risk by
Federal agencies. Within a little more than a year, a Department of Veterans Affairs
employee reported the thelt of a laptop that holds more than 26 million records
containing personal information; the Census Bureau could not account for more than
1,000 laptops issued to employees and containing sensitive information, and the
Department of Agriculture lefl sensitive data on a Website, putting the personal
information of 150,000 individuals as risk.

As you recall, last yvear we sent a joint request to all cabinet agencies seeking
imformation about data breaches involving the loss of sensitive personal information. The
responses listed a wide range of incidents involving data loss or theft, privacy breaches
and securily incidents. In almost all these cases, Congress and the public would not have
learned of each event had you and 1 had not requested the mformation. Following the
theft of a laptop last year, for example, VA leadership delayed acting for almost two
weeks while millions of people were at risk of identity theft. But despite the volume of
sensitive information held by agencies, currently no requirement exists that they notify
citizens whose personal information may have been compromised.
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My bill (H.R. 2124) requires timely notice to individuals whose sensitive personal
information could be compromised by a breach of data security at a Federal agency.
Under my legislation, the executive branch must establish practices, procedures and
standards for agencies to follow if sensitive personal information is lost or stolen and
there is a reasonable risk of harm to an individual. The bill provides a clear definition of
the type of sensitive information we’re trying to protect. It gives agency chief
information officers the authority, when appropriate and authorized, to ensure agency
personnel comply with information security laws already on the books. Finally, it will
ensure costly equipment containing potentially sensitive information is accounted for and
secure.

The language in my bill is identical to H.R. 6163, which I sponsored last
Congress. Last year, I incorporated identical language into the Veterans Identity and
Credit Security Act (H.R. 5835), which you cosponsored and which passed the House last
September. That bill, including my language, had strong bipartisan support, with 67
cosponsors from both sides of the aisle.

The Federal government holds sensitive personal information on every citizen,
including tax returns, military records, and health records. We need to ensure the public
knows when its sensitive personal information has been lost or compromised. I am sure
you agree, public confidence in government in this area is essential.

This bill is a critical first step toward limiting the loss of our sensitive personal
information. I respectfully request that you join me in moving this important legislation
to the full House without delay.

Sincerely,

e

Tom Davis
Ranking Member



